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Sisense Customer Data Proxy (“CDP”) 

User Manual  

1. About CDP 

The CDP establishes a secure data transfer channel between the customer internal 
network and the Sisense cloud environment. The customer deploys the CDP on a 
virtual machine behind the firewall and locally connects to the data source. The CDP 
maintains the outbound connection to the Sisense cloud to transfer the data via an 
encrypted SSH tunnel. The CDP supports multiple data sources within the customer 
network. 
 
The CDP is an OVA VM image which should be deployed within the customer 
network, where it should have at least one interface on the subnet with the source 
DB, and at least one interface routable to the internet, and open for outgoing 
connections on port TCP 22 and 222. 
 
The below diagram displays the connection topology for CDP 
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As shown in the diagram, VMWare ESX 6.x based OVA should be deployed so 

that its network interface will reside in the X.X.X.X/21  Subnet with Layer2 

access to the MS SQL server X.X.X.X. 

2. CDP Features 

CDP provides the following functionality: 

• Fully preconfigured. It has already been configured with the network 
parameters provided (see diagram in Section 1) to automatically connect 
to Sisense instance in the Sisense Cloud (AWS) 

• Create and maintain a resilient SSH tunnel 

• Tunnel monitoring (UI) to verify connection state 

• Auto-reconnect (recurrent check every 30sec) upon: 
o Network failure 
o Virtual machine failure/reboot 

3. Tunnel Monitoring 

The connectivity is monitored by monit service, the status can be observed on 

https://X.X.X.X:2812  

User: admin 

Password: monit 

 

4. Installation Instructions 

The CDP is installed by deploying the OVA supplied by Sisense. The installation 

instructions are publicly available, e.g. 

https://www.interworks.com/blog/ijahanshahi/2014/08/06/how-deploy-ova-ovf-

template-using-vmware-vsphere-desktop-client. 

5. Troubleshooting 

In case of connection issues, as will be displayed in the Monit Service Manager 
(red status), if CDP has not succeeded to reconnect, check your network 
settings for the subnet. If no GUI can be displayed, reboot CDP. 

https://x.x.x.x:2812/
https://www.interworks.com/blog/ijahanshahi/2014/08/06/how-deploy-ova-ovf-template-using-vmware-vsphere-desktop-client
https://www.interworks.com/blog/ijahanshahi/2014/08/06/how-deploy-ova-ovf-template-using-vmware-vsphere-desktop-client

